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What is cryptography?

Season 03

Episode 08

Time frame 1 period

Objectives :
• Introdue the main onepts in ryptography.
• Study an example of enrypted text.
Materials :
• Voabulary sheet about ryptography.
• The Gold Bug ipher.
• Beamer
1 – Brainstorming about cryptography 20 minsStudents work in groups to build a mind map about ryptography and if possible giveexamples of iphers. Voabulary is given when asked. Eah group must name two reporterswho will explain the mind map to the lass.
2 – Presentation of some mind maps 20 minsSome group reporters explain their mind maps to the lass.
3 – The Gold Bug cipher 15 minsThe Gold Bug ipher is presented and students, working in groups, have 15 minutes totry to solve it.
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Document Vocabulary sheetCryptography : The pratie and study of hiding information.Enryption : The proess of obsuring information to make it unreadable without spe-ial knowledge, key �les, and/or passwords.Deryption : The proess reversing an enryption, i.e. the proess whih onverts en-rypted data into its original form.Cipher : A method of transforming a text in order to oneal its meaning.Code : A ryptographi system that onverts words or phrases into odewords.Codeword : A string representing an enoded piee of text.Enode : To onvert a readable text into an unreadable one.Plaintext : Un-enrypted text, text that is readable.Ciphertext : Enoded text, text that is unreadable.Cryptanalysis : An analysis or derypting of a spei� text or a spei� ode or ipher,or more generally the siene of analyzing and breaking of odes and iphers.
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Document Document�The Gold-Bug� is a short story by Edgar Allan Poe, set on Sullivan's Island, SouthCarolina involving deiphering a seret message and �nding buried treasure.Plot summary�The Gold-Bug� tells the story of a strange mannamed William Legrand who seemingly goes madafter �nding and being bitten by a bug thought tobe made of pure gold. He noti�es his losest friend,the narrator, telling him to immediately ome vi-sit him at his home on Sullivan's Island in SouthCarolina. Upon the narrator's arrival, Legrand in-forms him that they are embarking upon a searhfor lost treasure along with his Afrian-Amerianservant Jupiter. The narrator has intense doubtand questions if Legrand has gone insane. Illustration for an early editionAfter following several lues, however, hey �nd treasure buried by the infamous pirate�Captain Kidd�, that is estimated by the narrator to be worth about fourteen milliondollars. One the treasure is safely seured, the man goes into an elaborate explanation ofhow he knew about the treasure's loation, based on a set of ourrenes that happenedafter the disovery of the gold bug.CryptographyThe story involves ryptography with a detailed desription of a method for solving asimple substitution ipher using letter frequenies. The ryptogram is :53‡‡†305))6∗ ;4826)4‡.)4‡) ;806∗ ;48†8$60))85 ;1‡( ; :‡∗8†83(88)5∗† ;46( ;88∗96
∗ ? ;8)∗‡( ;485) ;5∗†2 :∗‡( ;4956∗2(5∗�4)8$8∗ ;4069285) ;)6†8)4‡‡ ;1(‡9 ;48081 ;8 :8‡1 ;48†85 ;4)485†528806∗81(‡9 ;48 ;(88 ;4(‡ ?34 ;48)4‡ ;161 ; :188 ;‡ ? ;From Wikipedia, the free enylopedia


